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5G and Wi-Fi6  
NG Access Infrastructure 

Edge Computing and Networking 

Cloud Networking & Security 

SaaS, Big Data, ML/AI Use Cases 
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Emerging Use Cases 
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Blueprints: Key Use-cases per Industry 

Simplicity Security Scalability 

Manufacturing Power Utilities Energy Transportation Smart Cities 

Industry Cisco Validated Designs (CVDs) 

Proven Integrations 

Industry & Remote & Mobile Assets IoT Blueprints  

• Industrial Automation 
• Plant Wide Connectivity 

• Factory Security 
• Factory Wireless 

• Substation Automation 
• Smart Metering 
• Distribution 

Automation 
• Utility WAN 

 

• Industrial Automation 
• Connected Pipeline 

• Connected Rail 
• Connected Mass 

Transit 
• Connected Roadways 

• Lighting, Parking, 
Environment, Safety 
and Security 

• Connected Community 
Blueprint 
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SD-WAN enabled 

One Network 

Enterprise and Operational Tools 

Born for IP 

Intent-based Networking 

Industry-leading security 

 
Catalyst Industrial Router 

Cisco Catalyst 
Industrial Router 

Built for harsh environments 5G Today 

Edge compute 

Interoperable  Operations Security 

Industrial certifications 



WAN  

Transformations in the new world of connectivity 

Multiple-WANs | Connectivity  |  Security  |  Multicloud 

Work Sites Work Sites Remote Sites 

Connect, Secure And Automate 

Local  
Networks 

Local  
Networks 

Local  
Networks 

Secure SD-WAN over 5G 

Home Office 

SD-WAN | Connectivity  |  Security  |  Multicloud 

Public Sites Remote Sites 
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Cisco® Umbrella 
 

MALWARE 

C2 CALLBACKS 

PHISHING 

Block 

Cisco Umbrella (SASE) 

Cisco IR1835 

• Visibility and enforcement at the DNS layer 

• Block requests to malicious domains  
and IP addresses 

• Predictive intelligence: Uncover current and 
emergent threats 

• Protect all devices on your branch network against: 

• Malware 

• Phishing 

• Command and control (C2) callbacks 

• Reputation-based URL filtering 

• Static URL filtering 

Security Configuration Guide, Cisco IOS XE Release 17.x - Cisco Umbrella Integration [Cisco SD-WAN] More Information 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/umbrella-integration.html
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IR1800 

IR1101 

IR8100 

ZTD with Cellular 

IoT OD 

4G/5G Modem Attachment 

4G/5G modem will attach to base station and 
obtain DHCP IP 

1 

PnP  Discovery 

Cellular interface is configured with DHCP 
automatically.  

PnP discovery kicks off over 4G 

2 

PnP  Cloud Connection 

Resolve DNS host devicehelper.cisco.com. 

Secure connection to PnP cloud is established 
and device presents SN#. 

Obtain APIC-EM IP from Cloud. 

3 

PnP Provision 

Provision configuration and image securely.  4 

Cisco 
DNA Center 

Cisco 
IoT OD 

Cisco 
vManage 

Low cost of operation/deployment 

Fast and easy bring-up 

Does not require technical expertise to deploy 
vManage DNA Center 

IR8300 

Use Case and Benefits 

Parking Lot 

Airport 

Warehouse 

Distribution Center 



Summary of Solution Offers with 5G 
Mobile SD-WAN Unified Domain Center Private LTE/ 5G 

Industrial Routing OpenRoaming 5G CPE 

Consistent Policy Model Managed Wireless Assets Correlated Policy Carrier to Enterprise 

Single Sign-On Fixed Wireless Access Connectivity and Beyond 




